EMV Solutions: H3P

General description

The pre-personalization tool H3P resolves all the problems
associated with the pre-personalization process of
EMV/CEPS cards. This tool allows for generation of
credit/debit chip cards personalisation files. That means those
that correspond to the EMV (Europay Visa Mastercard) and
Common Electronic Purse Specification (CEPS).

H3P has been specifically adapted to the problems of
associated SERMEPA banks (VISA Spain) so that it shows
exactly the formats and requirements of these entities.
Nevertheless, H3P is easily modified and is able to adapt
without any problems to any work scheme or problem.

The tool incorporates as an example of basic structures of
diverse commonly used cards, and even more important, it
offers a friendly environment where card profiles can be totally
adapted to specific needs. A card can be defined with an EMV
application, with an CEPS application or with both
simultaneously and even other user defined applications like
for example mixed cards with sanitary, transport, university,
etc. and adapt all parameters which define their behaviour.

H3P allows the user to define through a simple and intuitive
interface any desired card structures, avoiding the need to
master data structures. The defined profiles are stored in
simple files that using XML syntax show exactly the data
structure and the concrete calculation which are needed to do
the personalisation. These files are perfectly legible and
directly editable should the user so choose.

The work scheme that H3P was created for contemplates all
the necessary processes needed for the pre-personalization,
including management and certificates petitions to VISA and
MasterCard, and makes all the cryptographic calculations
required for holder files personalisation, guaranteeing
complete security and processing speed, thanks to included
security hardware (HSM).

The main features of this tool are the following:

Access control.

Profile generation.

Generation of EMV / CEPS card holder files.

File generation for PSAM / LSAM.

Certificate and public key management of CAs for EMV.
Certificate and public key management of CAs for CEPS.
Cryptographic hardware management.

Process controls.

Access control

In order to access the application, the person wanting to use the
tool will have to authenticate himself as operator to the HP3.
HP3, depending on the introduced password, will know what
kind of operator he is and will only let him work with the H3P
modules he is granted access to.

The specifications of the permits which each user will have
available are made in an easy way by the user administrator, so
that we can define an operator team which shows with precision
the demands of each entity.
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Profiles Generation

In this module , the data structure design can be chosen for
personalized cards. For that purpose, a tree hierarchy data
structure is used, to which the user will be able to add, delete
or modify the different fields that are shown by default.

On the other hand, you will be able to create the data structure
from scratch thanks to a powerful wizard that will guide you
until you have completed the desired structure.
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Generation of EMV/CEPS card holder files

This module will generate the personalization files of holder
cards for the future credit/debit chip cards, Electron, Visa
Cash, electronic purse, etc. both for Visa and Mastercard, as
well as other sort of defined cards or to be defined cards.

All generation processes make a strict verification of possible
errors or incongruity guaranteeing a secure process.

Generation of PSAM/LSAM holder files

As mentioned before, the needed output files to personalize
chip cards for purse terminals CEPS will be generated, which
means PSAM specification and also cards for purse load
terminals (LSAM).

Certificate and public key management of CAs for EMV
With this module we will be able to:

Import Visa EMV public keys.

Import MasterCard EMV public keys.

Generate certificate request of the EMV issuing company.
Import certificates of the EMV issuing company.
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Certificate and public key management of CAs for CEPS.
With this module we will be able to:

Import public keys for issuing company and cardholder,
both VISA and MasterCard

Generate the certificate request of the CEPS issuing
company to Visa and MasterCard’'s CAs.

Import certificates of CEPS issuing company.

Generate the cardholder’s certificate request CEPS to
Visa and Europay/MasterCard’s CAs.

Import certificates of CEPS cardholder.

r alsec 1

HP

Parsonalizgcissn ds Tarjetas EHV/CEPS

| 1
| 1

Tal.: 514490330 - Fax!: S157956D0E

infofrealsen.ocom - www.realseo.oom

Cryptographic hardware management (HSM)

Allows for a security copy of all the RSA keys in file format,
which are stored in the cryptographic module.

In this backup process we will take out from the HSM all
asymmetric keys coded (ECB /3DES with triple key length) in
order to safeguard these keys or make an exact copy of them in
another HSM. You will also be able to manage a precise key
with its own backup key.

In a key recovery process, the cryptographic module must have
loaded the same backup key as the one that was loaded at the
HSM which coded the RSA key file.

Process control

This module will control the performance of the pre-
personalization process, providing a file together with the pre-
personalization one and a detailed report of the process results.
(Audit log)

This file will show the operator who has accessed the
application, as well as the access date, access time and any
other performed operations.

Technical Requirements

Pentium Il or higher with at least 64MB RAM and a free PCI
slot.

Windows NT Server or Workstation with Service Pack 5 or
later.

Internet Explorer 5.0 or posterior.

Cryptographic Card Cryptosec (included).
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